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1
Decision/action requested

This document proposes to resolve the ENs in solution #5 in TR33.809.
2
References

[1]

3
Rationale
According to SA3#94ah meeting, some Editor’s Notes were added to Solution #5 of TR33.809. The current solution is too general, some issues, such as the details of location information and impact on the privacy, are not clearly stated. Therefore, more clarification is needed to improve this solution. This contribution proposes to introduce more details of the Solution #5 to resolve the Editor’s Notes.
4
Detailed proposal

***
BEGIN CHANGES
***

6.5
Solution #5: Mitigation against the authentication relay attack 

6.5.1
Introduction

This solution addresses key issue #5: Mitigation against the authentication relay attack, assuming that the victim UE and malicious UE, as defined in key issue #5, are residing in the same PLMN.
6.5.2
Solution details 

It is assumed that the victim UE may be attracted to the false base station FBS. Then the FBS collaborates with another malicious UE through a private channel. The FBS forwards the NAS message of the victim UE to the remote malicious UE, and the malicious UE forwards the message to the remote core network through the remote legitimate base station gNB. In this case, the solution works as follows:
In the registration request procedure, the victim UE sends a registration request message to the AMF through the FBS, the malicious UE and the gNB. The gNB forwards the registration request message to the AMF through the N2 interface, which includes the user's location information reported by the gNB (indicated by "Location Info-gNB"). The AMF stores the Location Info-gNB. After the authentication and SMC procedure is completed. The victim UE sends an Up-link NAS message, which includes Location Info-UE, to the AMF through the FBS, the malicious UE and the gNB. The AMF then compares the Location Info-UE with the Location Info-gNB.



If the AMF determines that the Location Info-UE and the Location Info-gNB are consistent, the subsequent procedures are normally performed.

If the AMF determines that the Location Info-UE and the Location Info-gNB are inconsistent, the registration rejection message may be sent to the UE, where the reason value carried indicates the location positioning of the UE.
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Figure 6.5.2-1 Anti-authentication relay attack procedure
1. In the registration request procedure, the victim UE shall send a registration request message to the false base station FBS.

2-3. The FBS shall forward the registration request message of the victim UE to the legitimate base station gNB through the remote malicious UE.

4. The gNB shall send the registration request message to the AMF with the user's location information reported by the gNB (indicated by "Location Info-gNB").
5. The AMF shall store the Location Info-gNB.

6. The AMF shall initiate authentication procedure and NAS SMC procedure.
7. In some scenarios, if the victim UE decides to enable the anti-authentication relay attack feature. The victim UE shall obtain the GPS location information as the user's actual location information (indicated by "Location Info-UE").

8. The victim UE shall send the Location Info-UE to the FBS in the uplink NAS message which shall be ciphered and integrity protected by the NAS keys in the current 5G security context.
9-11. The FBS shall forword the uplink NAS message to the AMF through the malicious UE and the gNB.
12. The AMF shall obtain the Location Info-UE, and compare the Location Info-UE with the Location Info-gNB.
13. If the AMF determines that the Location Info-UE and the Location Info-gNB are consistent, the subsequent procedures shall be normally performed. If the AMF determines that the Location Info-UE and the Location Info-gNB are inconsistent, the authentication relay attack report message may be sent to the UE, where the reason value carried indicates the location positioning of the UE.

6.5.3
Evaluation

TBD
***
END OF CHANGES
***
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